In 19 th and 20 th century many scientific and technological developments have occurred in many fields. The positive developments have proved very beneficial for humankind. But the advent of science and technology in the field of armaments have resulted in the invention of weapons of mass destruction. The nuclear weapons, the chemical weapons, the biological weapons, the missiles and conventional weapons development and improvement have created many problems of destructive nature. The new emerging technologies have made the situation worst for mankind. The United Nations General
people has become quite comfortable with these scientific innovations as various types of machines have begun to perform complex tasks for them. 2 The invention of wheel, petrol and engines have made travelling and transportation very easy because many types of vehicles have been developed and further the invention of 1 D.S. Paul and Najmussehar, "100 Essays", (Goodwill Publishing House, New Delhi) P.226. 2 Ibid., P.226. Missiles pose a number of concern for the disarmament community and short-range and less advanced missiles are relatively easy to acquire and use. 6 The technically advanced states are developing ever more sophisticated intercontinental ballistic missiles capable of delivering nuclear weapons over long distances with increasing accuracy and little warning. 7
Proliferation is of growing concern globally, but reaching consensus on how to regulate them has proven to be an extremely complicated issue. 8 The landmines, explosives, guns and other conventional weapons are also becoming more dangerous with the passing of every day due to technological advancements.
Due to the "rapid evolution of cyberspace, microcomputers and associated information technologies", information warfare is increasingly becoming an offensive tactic 3 Bhaskar Menon, "Disarmament: A Basic Guide", (United Nations, New York, 2001), P.12. 4 Ibid., P.13. 5 Ibid., P.14.. 6 Melissa Gillis, "Disarmament: A Basic Guide", (United Nations, New York, 2012), P.50. 7 Ibid., P.50. 8 Ibid., P.50. ISSN: 0976-5425 Vol-5-Issue-4-July-August-2019 P a g e | 53 to gain competitive advantage over an opponent under the assumption that modern security is highly reliant on technology. 9 Tactics like shutting down computer networks, infiltrating intelligence information, sabotaging stock transactions or leaking classified information are used to weaken essential networks modernly used to preserve and uphold national security and military force is less important. 10 Many states are developing Information and Communication Technology (ICT) capabilities for military purposes, and the use of such technology in future conflicts between states is becoming more likely and the experts also warn of increasing number of statesponsored cyber-attacks targeting governments and industry. 11 One such example was the Stuxnet Worm, which was created primarily to attack the Iranian uranium enrichment facilities. 12 These weapons can be placed, deployed and controlled from anywhere, so it is very difficult to locate and track the whereabouts of their deployment. The rapid advances in the cyberspace and in cyber weaponry and developments in the fields of artificial intelligence and automation in weaponry (for example, drones, robots and fully autonomous weapons) present challenges to international security and the existing United Nations machinery and the UN is engaged in work at multiple levels to address the implications of these new technologies. 13 The United Nations General Assembly through a resolution recognized that scientific and technological developments can have both civilian and military applications and that the progress in science and technology for civilian applications needs to be maintained and encouraged and it underlined the keen interest of the international community to keep abreast of the latest developments in science and technology of relevance to international security and disarmament and to channel scientific and technological developments for the beneficial purposes. 14 It also stressed the need to regulate the transfer of technologies for peaceful uses, in accordance with relevant international obligations, to address the risk of proliferation by
